"t $ % 141

£ ° % Cor( 88
*H+ & $ .
) ’ " A
! % ) 0%)1 $ ) $ )
Rockwell 02) 1 01
Automation
[N
/ .
- $
3 ) 4% /
' $ 0 51
051/ $
I+ $ 16 4 $
7 7
Rockwell ' 3 453

Automation I %







)* +
-, - #.* & **&
e /| + $#
0/%1
- & & * .
+ &
& . &
-2 & +- * *
& + .+
* 3 3 &
-4 &+t *
- & 3 3
& & 5 * & & ** &
, **
— ++ i & &&
. + 7 +
-2 & *% # .
&
8 3 #9+'+ +




- BETD

N
/N

-+ * 3 $
3 4
+ =
4 & ++
3 L& & !
$& ! $
- & &3 -, 3 #
# ar&
4 - # &&*
4&* 8‘1’ 3 & #* -#




[C [




4? &4? . &

?:@&_ *k &
? 47 . ?+ =#
- & & &
?2 & .+ & +& + +& &
.- +0(((( 1
?8 - R ++ #
2% + * 03 A< 1
6 &- - *
? & - * +
Kk &_ - - & -
(II
B3 C@ / * o # B3 C@ -
% &- *k & -
336 - 33
* +
+
( +
) &
B3<C@ $
6 DA<D &
L& ** & -
&- : 33

33:




2&++ & * & (
* & #
* *H# # ) #
* ) L&
$ =& #
2- #& ?#
$ +
2 &t & 2 =*
=+ $#&
3E #.% &O0ES$1
& +
&32 #$

$& #3 . 33*
$& - $& 2+ /&&




) @/

—$* # - # & & $# + F
)+ F $& & &F , & 2" I'F

BD 2& | +

www.odva.org

- .+ &! .+ &=
$
- < (3 & =+ & 0 36<<1
- =83 * @=8& A & 01
-)@/3 ++ & 01
- 3 & & & p+t 9 :6<

=8 # 8 32 #0$ -1

3 &* & LR L+
_ 3* & x>k 8
6
1"
$|| 2
Layer Name Layer No. Function Examples

Application Network Services to User App IECCé*ilSS
ICC 01100
Encryption/Other processing
Manage Multiple Applications
) ) Reliable End-to-End Delivery w
[==) Packet Delivery, Routing IETF IP
Data Link Framing of Data, Errar Checking 802'_'53%%2_1

Signal type to transmit bits, TIA - 1005
pin-outs, cable type
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Layer No. Layer Name
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Layer No. Layer Name

Data Link IEEE
Q) Q)
Physical TIA - 1005

Controller

Function
CIP

IETF TCP/UDP
IETF IP

Encapsulation

Decapsulation
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Layer No. Layer Name Function

Application CIP

Data Link IEEE
802.3/802.1 # &
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VLAN 10
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Power Supply

Soft Start
Overload

Overload

Drive

EtherNet/IP Connections
24V DC Connections
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Topology & Configuration — Topology #1

Cell /Area Zone # 1
Machine

| _
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Section 1

Physical or Virtualized Servers

Levels 4 & 5 - Data Center
Enterprise Zone

Level 3.5 - IDMZ

Level 3 - Site Operations
Industrial Zone
FactoryTalk Application Servers & Services Platform
Network Services — e.g. DNS, AD, DHCP, AAA

Remote Access Server (RAS)
Call Manager

Storage Array Lavels 00

ColiAren Fonde

Cell/Area Zone #3
Electrical Distribution System

Power Control Room MCC Sections

Section 2 Section N

Cell/Area Zone #2
Industrial Automation & Control System
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Topology & Configuration — Topology #2

Cell /Area Zone # 1
Machine

|
E‘

Physical or Virtualized Servers

Levels 4 & 5 - Data Center
Enterprise Zone

Level 3.5 - IDMZ

Level 3 - Site Operations
Industrial Zone
FactoryTalk Application Servers & Services Platform
Network Services — e.g. DNS, AD, DHCP, AAA

Remote Access Server (RAS)
Call Manager

Storage Array Eeysin 02

CelifAren Zones

CelllArea Zone #3
Electrical Distribution System

. e

Power Control Room MCC Sections

Section 1 Section 2 Section N
CelliArea Zone #2
Industrial Automation & Control System
Motor
o “ cCenter i,
I_I cipmms | EC 61850 Suchgear
| I ubstation
Gateway s ubsttior
Security Reporting Co-Gen

Appliance




Levels 4 & 5 - Data Center
Enterprise Zone

Level 3.5 - IDMZ

Level 3 - Site Operations
Physical or Virtualized Servers Industrial Zone
+ FactoryTalk Application Servers & Services Platform
+ Network Services — e.g. DNS, AD, DHCP, AAA
+ Remote Access Server (RAS)

+ Call Manager
+ Storage Array

Levels 0-2
Cell/Area Zones
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Cell/Area Zone #1 Cell/Area Zone #2
Machine Industrial Automation Cell/Area Zone #3
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Levels 4 & 5 - Data Center
Enterprise Zone

Level 3.5 - IDMZ

Level 3 - Site Operations
Physical or Virtualized Servers Industrial Zone
+ FactoryTalk Application Servers & Senvices Platform
+ Network Services - e.g. DNS, AD, DHCP, AAA
+ Remote Access Server (RAS)
« Call Manager
« Storage Array
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Levels 0-2
Cell/Area Zones

LII_”_‘.'I_'L"_'LI \
o
H L |—||—|n
Cell/Area Zone #1 Cell/Area Zone #2
Subnet 10.17.10.0/24 Subnet 10.17.10.0/24 Cell/Area Zone #3
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Cell/Area Zone #1
Subnet 192.168.1.0/24

Levels 4 & 5 - Data Center
Enterprise Zone

Level 3.5 - IDMZ

Level 3 - Site Operations
Physical or Virtualized Servers Industrial Zone
+ FactoryTalk Application Servers & Senvices Platform
+ Network Services - e.g. DNS, AD, DHCP, AAA
+ Remote Access Server (RAS)
+ Call Manag
+ Storage Anay

Cell/Area Zone #2
Subnet 192.168.1.0/24

Levels 0-2
Cell/Area Zones
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Subnet 192.168.1.0/24
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Cell/Area Zone #1
Subnet 192.168.1.0/24

Levels 4 & 5 - Data Center
Enterprise Zone

Level 3.5 - IDMZ

Level 3 - Site Operations
Physical or Virtualized Servers Industrial Zone
+ FactoryTalk Application Servers & Senvices Platform
+ Network Services - e.g. DNS, AD, DHCP, AAA
+ Remote Access Server (RAS)
« Call Manager
« Storage Array

Cell/Area Zone #2
Subnet 192.168.1.0/24

Levels 0-2
Cell/Area Zones
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Cell/Area Zone #3
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Cell/Area Zone #1
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Levels 4 & 5 - Data Center
Enterprise Zone

Level 3.5 - IDMZ

Level 3 - Site Operations
Physical or Virtualized Servers Industrial Zone
- FactonyTalk Applicaton Servers & Sences Platorm
Network Services — e.g.
+ Remote Access Server (RAS)
+ Call Manager
+ Storage Array

Cell/Area Zone #2
Subnet 192.168.1.0/24

Levels 0-2
Cell/Area Zones

Cell/Area Zone #3
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C=9C=#H-C |
- #'#H# "BI6

Wy T'

Cell/Area Zone #1

VLAN10
Subnet 192.168.1.0/24

Levels 4 & 5 - Data Center
Enterprise Zone

Level 3.5 - IDMZ

Level 3 - Site Operations
Physical or Virtualized Servers Industrial Zone
+ FactoryTalk Application Servers & Senvices Platform
+ Network Services - e.g. DNS, AD, DHCP, AAA
+ Remote Access Server (RAS)
« Call Manager
« Storage Array

Cell/Area Zone #2
VLAN20

Subnet 192.168.1.0/24

Levels 0-2
Cell/Area Zones

Cell/Area Zone #3
VLAN30

Subnet 192.168.1.0/24
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