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Application

Presentation

Session

Transport

Network

Data Link

Physical

Layer 7

Layer 6

Layer 5

Layer 4

Layer 3

Layer 2

Layer 1

Network Services to User App

Encryption/Other processing

Manage Multiple Applications

Reliable End-to-End Delivery
Error Correction

Packet Delivery, Routing

Framing of Data, Error Checking

Signal type to transmit bits,
pin-outs, cable type

CIP
IEC 61158

IETF TCP/UDP

IETF IP

IEEE
802.3/802.1

TIA - 1005

Routers

Switches

Cabling

Layer Name Layer No. Function Examples
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Application

Presentation

Session

Transport

Network

Data Link

Physical

Layer 7

Layer 6

Layer 5

Layer 4

Layer 3

Layer 2

Layer 1 TIA - 1005 

Layer NameLayer No. Function
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IETF TCP/UDP

IETF IP

IEEE
802.3/802.1
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�
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Application

Presentation

Session

Transport

Network

Layer 7

Layer 6

Layer 5

Layer 4

Layer 3

Layer NameLayer No.

Data Link

Physical

Layer 2

Layer 1 TIA - 1005

CIP

Encapsulation Decapsulation

ControllerFunction

IETF TCP/UDP

IETF IP

IEEE
802.3/802.1
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Application

Presentation

Session

Transport

Network

Layer 7
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Layer 5

Layer 4
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Layer NameLayer No.
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Physical

Layer 2
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Application

Presentation

Session

Transport

Network

Data Link

Physical

Layer 7

Layer 6

Layer 5

Layer 4

Layer 3

Layer 2

Layer 1 Copper

CIP

� #
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Layer NameLayer No. Function

IETF TCP/UDP

IETF IP

IEEE
802.3/802.1
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IEEE
802.3

Fiber

IEEE
802.11

Wi-Fi

IETF TCP/UDP

Application

Presentation

Session

Transport

Network

Data Link

Physical

Layer 7

Layer 6

Layer 5

Layer 4

Layer 3

Layer 2

Layer 1

CIP
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Layer NameLayer No. Function

IETF IP
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Layer 7

Layer 4

Layer 3

Layer 2
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VLAN 17
Subnet 10.17.10.0/24 

VLAN 10
Subnet 10.10.10.0/24

VLAN 16
Subnet 10.16.10.0/24 
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Power Supply

Overload

Topology Layouts

Soft Start
Overload

Drive

EtherNet/IP Connections
24V DC Connections
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Cell/Area Zone #3
Electrical Distribution System

Cell/Area Zone #2
Industrial Automation & Control System

Physical or Virtualized Servers
• FactoryTalk Application Servers & Services Platform
• Network Services – e.g. DNS, AD, DHCP, AAA
• Remote Access Server (RAS)
• Call Manager
• Storage Array

Cell /Area Zone # 1 
Machine

����������.%���
8��������'���� � Levels 4 & 5 – Data Center

Enterprise Zone

Level 3 - Site Operations
Industrial Zone

Levels 0-2
Cell/Area Zones

Level 3.5 - IDMZ

Section 1 Section 2

Motor
Control
Center

Section N

Power Control Room MCC Sections

Security 
Appliance

IEC 61850

MMS
Reporting

CIP/MMS 
Gateway

Switchgear
Substation
E-House
Co-Gen

�����.%���
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Logical Model
Industrial Automation and Control System (IACS)

Converged Multi-discipline Industrial Network
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Level 3 - Site Operations
Industrial ZonePhysical or Virtualized Servers

• FactoryTalk Application Servers & Services Platform
• Network Services – e.g. DNS, AD, DHCP, AAA
• Remote Access Server (RAS)
• Call Manager
• Storage Array
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Cell/Area Zone #1
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Level 3 - Site Operations
Industrial ZonePhysical or Virtualized Servers

• FactoryTalk Application Servers & Services Platform
• Network Services – e.g. DNS, AD, DHCP, AAA
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• Call Manager
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Level 3 - Site Operations
Industrial ZonePhysical or Virtualized Servers

• FactoryTalk Application Servers & Services Platform
• Network Services – e.g. DNS, AD, DHCP, AAA
• Remote Access Server (RAS)
• Call Manager
• Storage Array
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Levels 4 & 5 – Data Center
Enterprise Zone

Level 3.5 - IDMZ

Cell/Area Zone #1
VLAN10

Subnet 192.168.1.0/24

Cell/Area Zone #2
VLAN20

Subnet 192.168.1.0/24
Cell/Area Zone #3

VLAN30
Subnet 192.168.1.0/24
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Level 3 - Site Operations
Industrial ZonePhysical or Virtualized Servers

• FactoryTalk Application Servers & Services Platform
• Network Services – e.g. DNS, AD, DHCP, AAA
• Remote Access Server (RAS)
• Call Manager
• Storage Array
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Bulk Data

Network Control

Scavenger
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Redundant
Star
Flex Links

HMI

Cisco
Catalyst 2955

Cell/Area Zone

Cisco Catalyst
3750 StackWise

Switch Stack

Controllers,
Drives, and Distributed I/O

Cell/Area Zone

HMI

Controller

Ring
Resilient Ethernet 
Protocol (REP)

HMI

Cell/Area Zone

Controllers

Controllers, Drives, and Distributed I/O

Cisco Catalyst
3750 StackWise

Switch Stack

Star/Bus
Linear

Cell/Area Zone
Controllers, Drives, and Distributed I/O

HMI

Controllers
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Switch Stack
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Switch-level and
Device-level Topologies
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Flex Links
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Resilient Ethernet 
Protocol (REP)
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Linear

HMI

Cisco
Catalyst 2955

Cell/Area Zone
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Switch Stack
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Cell/Area Zone
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Rockwell Automation
Stratix 5700/8000 

Managed Industrial 
Layer 2 Access Switch

Rockwell Automation
ControlLogix

Programmable Automation Controller
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Catalyst 3750x 
Switch Stack

HSRP
Active

HSRP
Standby

Catalyst 3560
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