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M2M Devices - things with 2-way communication
and limited human I/O

M2M Vertical Example Devices

Transportation Telematics on-board unit, digital signage

Security/Public Safety Surveillance camera, building/home access control device,
unmanned vehicle

Smart Energy Meter, energy management device, recloser

Payment/Tracking Vending machine, point of sale, RFID reader

Heath Vital sign monitor, tele-medicine device

Smart Home Refrig., washer, light control, robot

Consumer Electronics TV, set-top box, game machine, digital frame
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Numbers of Connected Devices

' - Add i Industri
Connected Devices Worldwide ressing Indus ”95\

Traffic systems, Automotive
50b Transport and logictics
Utilities — smart grid
Security — connected buildings
406 Home appliances
Medical automation, Remote
30b healthcare
ATM, Point of sale, Vending
Critical infrastructures
20b Monitoring and control /
10b gﬁ%umer Electronics (" More devices per person )
S , eBook readers, Music players, DVD
F”(e‘_j phones / IP phone‘S\ players, Gaming devicgs,yCameras,
0. Mobile phones Home appliances, In-vehicle
2007 2010 2014 2020 entertainment etc.

\_ J

New telecom cycle: 10x devices, 10x industries

Source: Ericsson 4
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M2M Device, Network, Application (DNA)

@VA

\
(:]°)

A “Device” A “Network” an “Application”
Thing that has capabilities, wireless, wired, or mixed net: Software that issues
attributes, and 2-way wide, gateway, & personal area commands, handles events,
communication protocol. makes sense of the
Receives commands to perform collected data, & interworks
capabilities (e.g., switch on/off, with other software.

start collect data, send data) &
generates events when the
values of attributes change or
response s to commands.
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M2M Architecture VM

, Server (e.g., telematics
] — devices)

: Broadband | M2M Device

: Router,

I Modem

Personal Area Network
M2M Gateway

\

Wireless or Wireline
Wide Area Network
WAN) + IP Core

Local Area Network
M2M Gateway %—

M2M Device M2M Device
e.g., wearable
(e.g.., smart home M2M Host (with I/0): fje\{fices)
devices) Remote Ctl & Mon

(e.g., desktop PC,
laptop, smart phone,
tablet)

* App/Software can be on M2M Server, Gateway, Device, and Host.

Copyright@Conncectilife 2014. All rights reserved. 6
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Example Networks

Wide Area Local Area Personal Area
Network Network Network

Wireless 2.5G, 3G, 4G, WiFi, Z-Wave, Bluetooth, ANT+,
Satellite Zigbee, Insteon, NFC, RFID
IrDA, DSRC
Wireline Fiber, Cable, DSL, G.Hn, KNX, HPNA,
PLCC, Broadband MoCA, UPA,
over Power Line Ethernet, CAN bus

(BPL)
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Indoor M2M Device Examples
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Outdoor M2M Device Examples
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Sample Wearable Devices

10
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Before-Market OBU
After-Market OBU

Google Driverless OBU
(Intra-Car Communication)

VIDEQ CAMERA LIDAR POSITION ESTIMATOR

Mounted near the rear-view A rotating sensor on the roof scans A sensor mounted on the left

mirror, the camera detects traffic the area in a radius of 60 metres rear wheel measures lateral

lights and any mowving objects. for creation of a dynamic, three- mowvements and determines i
dimensional map of the environment. the car's position an the map.

DISTAMCE SEMNSORS
Four radars, three in the front bumper and
one in the rear bumper, measure distances
to various obstacles and allow the system

fo reduce the speed of the car.

CARRIE COCKBURMSTHE GLOBE AND MAIL B SOURCES: GOOGLE; ARTICLESBASE COM; WHEELS .CA 1 1

Copyright@Conncectilife 2014. All rights reserved.



M2M Gateway Capabilities

W
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Connect M2M devices without WAN interface to a Wide Area
Network for services or management

Convert and adapt protocols among communicating M2M devices
(for independently developed protocols or evolving protocols)

Expose and consume Web or M2M services in a cloud

Automate integrated functions of multiple M2M devices in a
gateway area

Manage homogeneous or heterogeneous M2M devices in a
gateway area
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M2M Gateway for Independently Developed
Protocols

M2M Broadband
Gateway Ro.uter, Modem
(with NAT)

WiFi, . |
Z-Wave, WiFi, 2.5/3/4G,
Zigbee, Ethernet Satellite,
Insteon, Fiber, DSL,
Bluetooth Cable
IP Layer +: IP Layer +:
Scv: CGl script, HTTP, .... Scv: RESTful API, CoAP, ....
Mgnt: uPnP DM Mgnt: OMA DM

13
Copyright@Conncectilife 2014. All rights reserved.
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M2M Gateway for Protocol Evolution: Smart Energy
Profile SEP 1.0 to SEP 2.0

Gateway

"_
- 1

End User Application

Devices

=[]

Application Layer
Gateway (ALG)

Product Application Layer

Applications Framework

SEP2.0 Application Layer

SEP Manager
Function Sets
XML Parser EXl Parser Resource
Disoowverny
HTTP HTTPS |
TCP | | UDP
£SEl.x
IPvad / IPvE Stack
MNetwork Interface Metwork Interface Metwork Interface MNetwork Interface
bLoWPAN
Transport and Network Layers
802.15.4 802.15.4 Ethernet 802.11 HP-GP
MAC / PHY MAC / PHY MAC / PHY MAC / PHY ”

Source: Grid2Home
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M2M Gateway Supporting Web or M2M Services

M2M Service
1. Day Light Saving Time Start
M2M Broadband 2. Firmware Update for
Composite Device X
Gateway Router, Modem

\API

Cloud over WAN

Mobile App
Web Client

Gateway Software
(local control, mgnt, interwork

with its cooperating cloud svcs

1. E-mail (on New Setting)
2. SMS Text (to Confirm

Firmware Upgrade)

Web Service

15
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HVAC Control with Multi-Level Autonomy Modes &
AUtonomOUS MOde Issue”Auto Turn-Off” Using Motion Detector

REAR I
PORCH -
' UTILITY a

KKKKKK 1
| BREAKFAST FAMILY

ROOM ROOM

-
MASTER I
W.I.C
_ _
MASTER
BEDECOM MASTER
BATH BEDROOM #2
| -] i I

Remote Control, Configuration

by User via App 1o

Copyright@Conncectilife 2014. All rights reserved.
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HVAC Composite M2M Device — Multiple Devices

from Single Device Vendor
Auto Turn- Off” Using Motion Detector

s [ Al |
= @

KKKK 1 <
(| BREAKFAST FAMILY

ROOM ROOM

MASTER
W.IL.C
MASTER
- BATH

Smoke/CO Detector with Motion Detector

17
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HVAC Composite M2M Device — Devices from A

Gateway Vendor and Device Vendors
“Auto Turn- Off” Using “No One Home” Alert Message

e [ d g |

TWO CAR
_ GARAGE
KKKK 1 o
(| BREAKFAST FAMILY
ROOM ROOM
| J Home Hub . |
MASTER
W.l.C
MASTER
BEDRCOM MASTER
BATH

| e

Copyright@Conncectilife 2014. All rights reserved.

Presence Sensors 18
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Configure A HVAC Composite Device with
Voice Recognition Device

Aid from A

“Auto Turn-Off” Using “No One Home” Alert Message

= [ LE—Jd |

TWO CAR
_ GARAGE
KITCHEMN | =
(| BREAKFAST FAMILY
ROOM RCOM
| Home Hub : |
| : . <
MASTER I
W.I.C I
. — =
MASTER < e
BEDROOM MASTER
. BATH J BEDROOM #2

Clive, Siri, “OK “Hello
Watson Cortana Google” |vee”

Copyright@Conncectilife 2014. All rights reserved.
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Water Leak Control Composite Device with Multi-
Level Autonomy Modes

REAR
PORCH

5 = Water Leak Detector
Water Leak Detector |
& Pipe Shutoff & Alarm Robotic Wet Vacuum

I_ = - Cleaner &;_
J : Cony TWO CAR :

GARAGE

KITCHEN 1 .
| BREAKFAST FAMILY

ROOM ROOM
I e — !
i | Home Hub : |

I _ ] g FOYER =

MASTER _-r I

W.I.C. L —
== - _ — -
MASTER e < =
BEDROOM MASTER
BATH STUDY

BEDROOM #2

BEDRCHIM 1
CPTION

BATH#2 -

f[

Receive Alarm, Control

Robotic Wet Vacuum Cleaner 20
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Where Software Application (SA*) Can Be Located

. M2M  SA (e.g.., telematics

: Server = devices)

I Broadband M2M Device SA
: Router,

1 Modem

Personal Area Network
M2M Gateway SA

\

M2M Device SA

(e.g., wearable
devices)

Wireless or Wireline
Wide Area Network
WAN) + IP Core

Gateway Area Network
SA M2M Gateway %-—

|

|

SA° M2M Device :
(e.g., smart home : cp  Host (with 1/0):

I

|

I

|

devices) Remote Ctl & Mon
(e.g., desktop PC,
laptop, smart phone,
tablet)

* App/Software can be on M2M Server, Gateway, Device, and Host.

Copyright@Conncectilife 2014. All rights reserved. 21
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M2M Ecosystem — Value Chain

Machine Module Network Middlewaré,,, System
\  Integrators

Ol
odsuea|

10suas
LWBPON
eMa)Re
99IAI3S
“Jwbue
Jo|geus
ddy

Middleware Providers |

Network/M2M Service Providers

Machine & Device
Manufacturers Network Equipment Providers

System Integrators

Application Developers

22
Source: ATIS
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MZM Business and Technical Challenges

. M2M services take a long time and involve multiple stakeholders to develop and deploy.

. The business models for M2M services vary and are still changing.

. A large variety and number of types of M2M Devices come to market quickly.

. M2M Devices have a long life span, which requires extensible and robust system design to
support evolution and enhancements.

5. Some desirable autonomous services require composition of multiple types of M2M

> W N

Devices from one or more vendors.

6. There are multiple DNA related standards in each vertical market and across markets.

7. Initial provisioning methods for M2M Devices and M2M Gateways vary, and some require
networking knowledge.

8. A M2M Device is often “locked in” with a specific application and cannot be used by other

applications.
9. There are no standard object/resource models even for the same type of M2M Devices;

hard to multi-source a M2M Device type for an existing service.

10. A M2M service may need to manage a large number or group of devices in sunny and
rainy day conditions.

11. M2M Devices may require low power operation, auto charging, smart start/stop,
and energy harvesting.
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Many M2M Related Standards

>3
¥
i~ EAB2CAR  gapinternational”

onnected Consumer
Application Layer
e é ITS/Telematics Application Layer 3

05G O ‘E-J‘m ..a IA i i i itori -) Ciﬂ
agre NDcocr ppllcatlun Layer
i\_’_(L J\Ihancel oo st UnobL Continua

mHealth Alliance
C

smans Smart Grid | m T
ng s et Application Layer - : HGIE
Flblic 5 Titary UTC eHealth OBIX
ublic _afe_ty & Milita o o e
Application Layer Edisan Electric caunci

OnviF s oain

oods Tracking/Inventory Control
Application Layer

CABA
Home Automation &
Automated Buildings
Application Layer

e Eiaciric

() HomeGrid

Application Layer

E.g., Continuia, NIST, Utility Communications Alliance OpenSG Communications working
group, IEEE P2030,802.15.4g, USDOT, Society of A i gil , OPC Fi dation), Digital
o Living Network Allionce/Continental Automated Buildings Association/CENELEC, OASIS, BiTXml
s
ETSy “sOoma
B

L

( Service Layer (Security, QoS/QoE, Policy, etc.) 3

Application
“Cloud”

Application

“Cloud”
Access & Core Network
Services (Security, QoS, Policy,
Transmission)

Internet or
Private Network

Application
“Cloud”

3GPP, ATIS, BBF,

ATIS, BBF, IETF

3GPP2, TIA @
Local . "f/ﬁ
Persor?;'N:trwo(k A GLOBAL TITIATIVE atlsi glidntn e
I ETF
IEEE, Zigbee, Bluetooth, RFID % forum (’ ﬂ)

8 @ ks

Caollection of Data

Application
“Cloud”

Transmission of Data Assessment of Data

Source: ATIS
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Non Unified Object/Resource Models
Example: Activity Monitoring Wristband

SA-Wellness
Management

Copyright@Conncectilife 2014. All rights reserved. 25
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Service and Manage Large Number of Groups and

Devices
M2M

Gateway

Power restored
for 2K meters

@
()
@
Commercial Mobile Alert

System (CMAS),
Multimedia Broadcast
Multicast Service (MBMS)

Signal Phase Timing (SPAT);
Firmware Upgrade (V2C, V2V)

26
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Application Store Types for M2M Device Apps
Application Store Owner

Smart Phone OS Vendor (e.g., Google  Apps for Configuring and Controlling M2M
Android, Apple iOS, Windows Mobile/8, Devices and Gateways
QNX, Tizen, Firefox OS)

M2M System-on-a-Chip (SOC) Vendor Device Apps Using the APl for SOC
(e.g., MediaTek)

M2M Device Vendor (e.g., Jawbone) Device Centric Connected Apps

M2M Gateway Vendor (e.g., Gateway Based Composite Device Apps
SmartThings)

Web Service Connect Platform Vendor Web Based Connected Device Apps
(e.g., IFTTT)

M2M Service Provider (e.g., Wireless Non-Subscribed Supplemental Apps (e.g.,

Operators, Telematics Service Provider)  App for the infotainment, remote home
control, usage based insurance, or car-to-
car connection feature of a telematics

service)
27
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IFTTT (IF This Then That) Platform

Integration of Virtual (Web App) and Physical (M2M Device) World

If (Trigger) Then (Action)

Web App Web App

Web App M2M Device with
REST API

M2M Device with Web App

REST API

M2M Device with M2M Device with
REST API REST API

28
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Telematics Service and Management for Intl. Market

. Management
- 200 Countries &
Star i (Provisionin
600 Carriers — , 5
Single Global SIM Device)
sk W .
T B Service
- . ‘ i AT&T h mhwmm‘q\ﬁinl_ B m"\.ﬁl* .
Natural 5 luszequorky T (Voice Control
g g E Rutomatic speech g 0, Resnaa Ap p)
GM Chevy Impala 2014 . -
evy impaia Watson Speech Engine

29
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Telemactic Service and Management via Device -
Gateway Interworking

- Remote Control
VEHICLE — OBU '
(M2M Device) A
Ty
</‘()‘

“‘““‘M

- Remote Monitoring

Same GUI?

—= ‘f‘#@#f CELLULAR INFRASTRUCTURE

SMART PHONE M2M App
- Brought-In-Device

. Server
- Outside of Car

- 1

VEHICLE — OBU ‘ =
ol —

(M2M Device)

WiFi  SMART PHONE Server

Bluetoot(iM2M Gateway)
NFC

30
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Telematics Integration with Smart Grid and Smart

Home Verticals Smart Grid

Server

Smart Home

Utility Comm.
Network

Integrated M2M
Application (e.g.

Smart Meter

**nput: Least Cost Charging)
Charge EV1; .
Now — 8 pm & Telematics
T Network
10 pm -5 pm
Remaining Telematics
Electric Battery Capacity, Server

Vehicle (EV1) Charging Location 31
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Overview of ETSI M2M Architecture

@ Defines a “Service Capability M2M Dovioe and Gateway | MZM Network
Z Llomain - Domain
Layer” (SCL) on top of :
MR Dl M2 Gatsway

connectivity layers e | I Nietwark side emtities

. . Ll WIRELEES s

SCL in network server, e

gateways and devices. gt e 5L

iioEiLE T

* SCL does registration, access
rights, security&authentication, {wamty Y g
data-transfer (containers), i
subscribe / notify, groups ...

@ APl for applications is based on

n n " 23 E' T E' I-E' . [ TTERER R [T
REST principles allowing sents ooy v F
. , {(5CL) with 3 RESTHU
* Scalability (stateless, idempotent) ieruce mis, mi i VR AR NETA
1

*  Unreliable connections
* Binding to e.g. HTTP, CoAP

@ Re-uses TR-069 (from BBF) and OMA DM (from OMA) for device management
Source: ETSI TC M2M

32
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OneM2M Standard for Common Service Layer

* QOrganizations

— ICT/Telecom SDOs: ETSI (Europe), ATIS, TIA (North America), CCSA (China), ARIB, TTC
(Japan), TTA (Korea)

— Others standards and specifications setting organizations (e.g., OMA)
— Industry groups
— Associations
— Specific technology organizations
e Individual Companies
— Service Providers (e.g., M2M SPs, Telecom SPs, Service Layer SPs)
— M2M service users (e.g., Utilities)
— Vendors (e.g., M2M Application Providers)
e Regional/Country Governmental Entities

-- Also incorporating input from member companies participating in non-OneM2M
standard bodies (e.g. BBF, NIST)

>l‘ETSI: European Telecommunications Standards Institute

ATIS: Alliance for Telecommunications Industry Solutions
OMA: Open Mobile Alliance

Source: OneM2M 33
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OneM2M Standard for Common Service Layer

. Common set of service layer capabilities

. Access independent view of end-to-end services
Open/standard interfaces, APls, and protocols

. Security, privacy, and charging

Reachability and discovery of applications
|dentification and naming of devices and applications
. Device management

. Abstraction and semantic capability enablement
Interoperability

T IOMMOO WD

Source: OneM2M 34
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